| > what s a Threat Actor?

% A threat actor, also known as a malicious actor, is any person or organization that intentionally causes harm in the
digital sphere. They exploit weaknesses in computers, networks and systems to carry out disruptive attacks on
individuals or organizations.

% Most people are familiar with the term “cybercriminal.”’ It brings to mind thieves behind a ransomware attack, or
murky images of personal information laid bare on the dark web. The term “threat actor” includes cybercriminals, but
it is much broader. Idealogues such as hacktivists (hacker activists) and tervorists, insiders and even intemet trolls are
all considered threat actors.
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Collective Responsibility for Safe Digital Bharat



